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Abstract 
In this paper, we explain the OpSIT approach of an integrated cloud system targeting health care facilities and their care staff. 
Main objective is providing a platform that integrates different smart items in order to support care processes. Therefore, 
knowledge of the business processes and their related tasks is highly necessary and can be properly gained with the use of 
Business Process Modeling Notation. We present two independent use cases which are integrated with a secure hybrid cloud 
system using different access levels and mechanisms, smart gateways for pre-processing and smart items for measuring. The 
considered smart items are smart blister dispenser, smart emergency button and smart watch. 
© 2014 The Authors. Published by Elsevier B.V. 
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1. Introduction 
1.1. Objective 
Recently, smart sensors become more and more popular for the use in healthcare facilities. However, while many 
standalone products are available on the market, integrated systems are currently focused on smart home and end-
consumers but do not oriented toward businesses and professional caretakers. Our aim is to create a cloud platform 
which is open to integrate different systems in order to optimize their use in professional care. In this paper, we first 
give a short overview of the research background and important definitions. Second, we provide an exemplified 
business process model written in BPMN (Business Process Modeling Notation) to point out the importance of 
considering processes and roles before developing an IT solution. Third, we briefly explain the technical 
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implementation of the secure hybrid cloud system using different access levels and mechanisms as well as the smart 
gateways for pre-processing and smart items for measuring. Finally, we want to encourage the scientific community 
and businesses to prepare health care business processes for the integration of smart items. 
1.2. Challenges in the German Health Sector 
Care facilities in Germany are gradually transforming from explicit stationary environments to residential 
facilities with some stationary elements. This change is an implication of the demographic change: A larger number 
of old and care-dependent people are contrasted with a smaller number of care professionals available on the market 
at the same time 1. While the number of care takers will increase from 2.4 million in 2010 to 4.5 million until 2050 2, 
care facilities need to optimize the work load in order to keep their care professionals. Moreover, an increasing 
number of high quality care services is requested by the customers whereas meeting this challenge may lead to a 
competitive advantage 3. Enhance care facilities with smart home environments is a promising approach towards 
solving the problem. While most research is focused on the patient as the end-consumer of smart home 
environments (patients approach), we concentrate on the optimization of the workload in the care facility 
(professionals approach). So, the OpSIT research project (“Optimaler Einsatz von Smart Items in der stationären 
Pflege”) is seeking to enhance the use of smart items in care facilities supporting the care givers. In other words, the 
technical environments are reinterpreted as “Ambient Assisted Working” instead of “Ambient Assisted Living” 4. 
1.3. Definitions 
Smart Items 
In this paper, we are following an enhanced distinction of Smart Items against traditional sensors: Smart Items 
are sensors composed of transducers capable of detecting physical signals, as well as transmission units capable of 
forwarding the collected data to gateways which process these data immediately (Fog Computing approach) and/or 
send it to servers (Cloud Computing approach) 5. Therefore, Smart Items integrate advantages like continuous 
sensing, reliable data availability, reduction in labor costs, small size, and energy efficiency 6. 
Cloud Computing 
Cloud Computing can be understood as a general model of abstraction and virtualization in order to enable 
“convenient, on-demand network access to a shared pool of configurable computing resources that can be rapidly 
provisioned and released with minimal management effort or service providers interaction.“ 7 While abstraction 
refers to the concept where the main information of the technology is undisclosed to the customer and the end users, 
virtualization refers to the concept of resource sharing and resource pooling. Services offered by Cloud Computing 
can be specified in different distinctions, 8 such as the most common classes: Infrastructure as a Service, Platform as 
a service, and Software as a Service. 
Smart Residential Care 
Residential care facilities are becoming very popular in Germany since they combine the customers’ advantages 
of self-determined life and continuous availability of professional care, especially when traditional practices of care-
taking within the family needs to be substituted 10. The care facilities benefit from both the room rental fee and the 
nursing charges of the health insurance and moreover can offer extra services to their customers. As a result, the 
integration of Smart Items reduces expenses sustainably while it supports the care facility to offer better and reliable 
services. Since smart home environment are standard home environments enhanced with Smart Items 11, they are 
generally easily to build. Energy-harvesting sensors are even completely independent. Furthermore, if the sensor 
gateway has any kind of radio standard capability, its only demand for cable is related to the power supply. 
2. Integrated Care Concept 
In order to organize and analyse the main activities, organisations can benefit from adequate modelling 
instruments which provide better understanding of the key business processes involved 12. Business Process 
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Modelling Notation (BPMN) is a standard to visualize the processes involved in a business environment 13. In this 
paper, BPMN is used to give a better understanding of the proposed integrated care concept. With this concept, we 
are creating a demonstration scenario based on two use cases, explained below. Because of its modular 
expandability, any new use case can easily be added on. 
The BPMN diagram shows two pools. One pool represents the relatives of the occupant, which are able to access 
historical data using a web front-end. The second pool illustrates the care facility, divided into the four lanes: Nurses 
have interrelations with the cloud by using a web front-end to check the status of the smart blister dispenser, and 
using a smart emergency button. The occupants have access via their smart watch which provides notifications. In 
the use case scenario, the cloud is basically controlling the whole system, performing multiple tasks. 
Fig. 1. BPMN for the use cases considered for the integrated care concept using smart items and cloud infrastructure. 
2.1. Input and output devices for the use cases 
Smart Blister Dispenser 
In residential and home care facilities, occupants are prescribed to take different medications on different points 
of time. Adherence to the medication is directly proportional to the treatment outcomes 14. Especially for elderly 
people, it can be challenging to manage the adherence of taking the right pills at the right time. Even if pre-filled 
blisters support elderly people with their medication, forgetfulness still is a huge challenge: 15%-30% of all 
medication errors are caused because the user just forgets to take the blister on time 15. A smart blister dispenser is 
able to solve this problem. It integrates a motion sensor which is activated once the blister is taken. If the blister is 
not taken as scheduled, the cloud system calculates the overdue time and automatically creates alarms and notices. 
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Smart Emergency Button 
Considering the different requirements of a care facility, one is the emergency response to critical health needs of 
the occupant 17. The smart emergency button is a portable device that nurses carry while performing their routine 
work. The device itself monitors the attendance of care staff in the different rooms of the facility. In acute moments 
while performing the care process, nurses can press the smart button to call for extra help as needed. 
Smart Watch 
Smart watches are chosen as output devices to provide more affordable services to the occupants of the 
residential care facility. Simplicity and usability make them proper devices for elderly people that are not always 
familiar with computers 19. Smart watches provide simplified interfaces, where the user can easily operate it. The 
smart watch provides connectivity with the OpSIT cloud, displaying the notification and simultaneous vibrating. 
2.2. Potential future functionalities 
There is a vast possibility to introduce and integrate more functionality with different possibilities in near future. 
The possible consideration for integration might be different sensors and measurement devices capable of 
calculating / monitoring different health parameters. Some examples are glucometer, blood pressure monitors and 
some other similar devices which can be wearable (smart watches, wrist bands etc.) which can provide connectivity 
to the cloud via similar platforms. 
3. Technical Implementation 
3.1. Secure Hybrid Cloud System using different Access Levels and Mechanisms  
In order to deploy a role-based access level system, we first defined the different access levels as well as the 
considered roles. As the OpSIT care cloud will be integrated in German care facilities, proper research on legal 
standards and regulations in Germany was conducted. After consolidating the results, we defined a legal framework 
which principally involves the Bundesdatenschutzgesetz (BDSG; Federal Data Protection Act) 20. Two main core 
results of this study were outcome: 
x A common universal approach is the application of anonymization in the measured data 21 at the communication 
level of the sensor network, and the appropriate matching tables in the secured database cloud server 22, 
x User levels for cloud access need to take consideration of a seven-level security framework 20. 
To create an extendable solution, we further conducted interviews at the associate project partner RENAFAN 
about professional roles that are connected to the care facility. Thereby, 27 roles with their associated access levels 
could be defined. The technical implementation of the authentication system was developed by using a directory 
service based in OpenLDAP, and configured accordingly to legal regulations in the matter of security, in a hardened 
Linux server. Therefore, web access to the cloud database is dependent on the directory service configuration for the 
requesting user. Simply spoken, the web frontend hosted in the public cloud forwards all the authentication requests 
to a web service hosted on the private cloud. This service is on charge of: 
x Checking the validity of the user, 
x Requesting the users’ privileges and 
x Asking for additional security mechanisms, if necessary, to the directory service. 
Finally, all the communication to the databases will be done accordingly, and the appropriate data will be 
aggregated and transformed into messages that will feed specific templates at the public cloud web frontend. Using 
this approach, the directory service as well as the MySQL database is completely isolated from the web interface, 
preventing common attacks such as SQL Injection. 
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3.2. Smart Room Gateway 
While the care cloud server is principally independent from the sensor network, gateways are implemented in 
between. For creating a flexible and extendable solution, we decided for the Intel Edison platform and call them 
Smart Room Gateways. Even with a very small size, Intel Edison provides acceptable computing power and 
substantial connectivity which are the most important requirements for that gateway level 23: It comes with onboard 
dual band Wi-Fi and Bluetooth 4.0 24. In our scenario, it is enhanced with an EnOcean transceiver so that also 
sensors with EnOcean radio protocol can be integrated in our ecosystem, whereas the onboard microprocessor can 
directly evaluate sensors. Summing up, the main task of the gateway is the interoperability between short-range 
communications at 868 Mhz to the wireless IEEE-802.11 standard. 
3.3. Smart Sensors 
The aim of our use case scenario is the demonstration of a flexible care cloud platform with the integration of 
energy harvesting sensors in healthcare. Therefore, two very different scenarios are taken into consideration: 
x Smart blister dispenser: The smart blister dispenser is an enhanced blister box which contains strips of pill 
blisters, usually containing the medication of one week for a specified occupant. In residential care facilities, the 
occupants are able to take the blisters out of the dispensers on their own behalf. With the integration of an 
EnOcean Magnet Contact Transmitter Module STM 320 25, the smart blister dispenser can measure the taking of 
a blister and send this information with the EnOcean protocol to the gateway. 
x Emergency attendance button: This smart item is basically an EnOcean switch button, 26 enhanced by sending 
regularly keep-alive signals to the gateway network while the needed energy is provided by an integrated battery. 
With triangulation algorithms, the buttons can be localized within the facility. 
3.4. Smart Watches 
Next to the web interface, additional output devices are smart watches that inform the occupants to take their 
medication. A market research on smart watches gave the result that Pebble Classic smart watches are the most 
suitable product. They provide notification alerts send via Bluetooth while at the same time need least energy of all 
smart watches available on the market 27. The integration of Pebble watches in the network is practicable because 
the Intel Edison gateways support Bluetooth and can directly send JSON based notifications to the smart watch. 
Moreover, Pebble provides open APIs which are generally used to connect the smart watch with smart phone apps, 
but nevertheless they can be applied to interact with several Bluetooth devices. 
4. Conclusions and future work 
The smart-healthcare industry is a potential growing market and vastly open to adopt new technologies. 
However, the benefits, such as the importance of permanently measuring the humans’ vital state for devices like 
pacemakers and insulin pumps 29 are well explained. There exists hospitals like, “Smart Rooms” of the DMC Harper 
University Hospital, Detroit, USA 28 and markets for smart items infrastructure, e.g. 9solutions, Bellman&Symfon 
BE1420 Push Button Sender etc. Furthermore certain challenges like security, might restrain institutions from 
adopting cloud-based infrastructure 30, whereas overcoming these obstacle with security solutions will help to 
deploy the smart items in healthcare successfully. 
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